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KommyTaTop D-Link DES-1210-
28/ME b/Y

DES-1210-28/ME-used

OnucaHune

KommyTaTop DES-1210-28/ME Metro Ethernet ocHaleH 24 noptamum 10/100Base-TX, 2 nopTamu SFP n 2 nopTamu
0BOMHOro HasHa4veHus (dual personality) 10/100/1000Base-T nnan SFP. NpegHa3HayYeHHbI A8 pa3BepThiBaHUSA CceTeEN
Metro Ethernet, faHHbIN KOMMYTaTOpP BbIMOJIHEH B HaZEXXHOM KOpryce 1 NogaepXnUBaeT WNPOKNIA Habop yHKLMA. 24
rnopTa 10/100M6uT/C ocHalLeHbl BCTPOEHHOW 3aWMTON OT NepeHanps»xeHus 6 KB, Takum obpasom, yCTpPONCTBO
3alULLLEHO OT BOCMJIAaMEHEHUSA NPU HAapPY>XHOM MOBPEXAEHUN 21EKTPONPOBOAKN. KOMMyTaTop ocHalleH 4 nopTtamu SFP,
4YTO NpefocTaBaseT BO3MOXHOCTb CO34aHNSA TOMOMOM M «ABOMHOIO KOJIbLia», a TakXXe LUNPOKUIA P BO3MOXKHOCTEN ON14
rnocTpoeHus ceten FTTx.

MHoroagpecHas paccbiika

DES-1210-28/ME npepnocTaBnseT BO3MOXXHOCTb paboTsl ¢ IPTV-cepBrucaMu, Nosb3yOWNUMNCS PaCcTyLLUM CNPOCOM Ha
pbiHKe, bnarofaps noaaep ke Takux pyHkumin Kak IGMP Snooping, Limited IP Multicast (OrpaHn4eHne MHOroaapecHon
paccbinku no IP-agpecam), ISM VLAN n MLD Snooping. ®yHkums Limited IP Multicast mo3BonsieT ykasaTb npodunu
MHOr0aZpecHOM pacChblIK1 1 CBA3aTb MX C MOPTOM WM AMana30HOM MOPTOB A8 TOro, YTOObl paspelunTb Uan OTKJIOHUTb
3anpockl Ha NOAKJII0YEHME, OTMpaBAseMble MoJib30BaTeNnaMu. icnonb3oBaHne Npoduas 3Ha4YNTENbHO ynpoLllaeT
yrnpaB/ieHne B Cly4ae, ec/iv NnoJib30BaTeslb MeHsAeT nakeT ycayr. MNpu ncnonb3osaHum pyHkumm ISM VLAN (IGMP
Snooping Multicast VLAN) MHoroazapecHbi Tpaduk € Lesblo 3PEheKTUBHONO pacxo40BaHMs NOA0CHlI MPOMNYyCKaHUSA
nepepaetcs B otaenbHoM VLAN. ®yHkuma MLD Snooping yny4dwaeT apheKTUBHOCTbL MHOFrOaApeCHOM pPacChIKK U
MO3BOJIIET COKPATUTb pacxodbl Npu nepexone K IPv6.

BbicOKasi NPOU3BOAUTEJILHOCTL U OTKAa30yCTOW4YMBOCTDb

KommyTaTop DES-1210-28/ME nogaep>XuBaeT WNpPoKnii Habop yHkuuin, obecnedmnBatowmx becnepeboriHyto paboTy un
ynpoLialoLwmx ynpasneHune. icnonb3oBaHue rnpoTokosios 802.1D STP, 802.1w RSTP n 802.1s MSTP nckato4aeT neTnm u
rMo3BoJisieT BbICTPO OPraHN30BaTh Pe3epPBHbI MapLUPYT Nepefayun AaHHbIX B CJlydae 06pbiBa OCHOBHOIO COeANHEHNS.
KoMMyTaTopbl Takxe nogaepXX1BaloT arpermpoBaHme KaHasioB Ha ocHoBe cTaHgapToB 802.3ad (LACP), 4yTo no3sonseT
00beAVHATb B rpyrnbl HECKOJIbKO MOPTOB, YBEIMYMBAs NPU 3TOM MOJIOCY MPOMYyCKaHUSA 1 NMOBbILIAsA 0TKa30yCTONYMBOCTb
coefVHEeHU Mexay ceTeBbiMn ycTponcTtBamu. DES-1210-28/ME Takxe nogaepxunsaeT QoS (Quality of Service). MakeTbl
MO>XHO KJlaccupumumpoBaTb Ha OCHOBE COOEPXXMUMOro U pacrnpenesnsaTb B odepenn. MexaHusm npuopmutesaumm noMmoraeTt
o depeHumpoBaTb Tpark Ha ocHoBe TpeboBaHUIM K KayecTBY 06Cy)KUBaHUS.

Be3onacHoOCTb

DES-1210-28/ME nopgaep>XuBatoT Takxe yHKLUUK, obecneymBatoime beszonacHoe ynpasieHme ycTponcTsom. SSH n SSL
wndpytoT HTTP n Telnet coeanHeHne, Taknm obpa3om, faHHbIe He MOy T OblTb CKOMMPOMETUPOBaHbI B MOMEHT
nepenayun. ®yHkuma IP-MAC-Port Binding obecne4ynBaeT npussAsky IP-agpeca n MAC-agpeca nosib3oBaTens K
ornpegesieHHOMY HOMepa nopTa Ha KOMMyTaTope, 3anpeLlas TeEM caMblM NOJIb30BaTESII0 CAMOCTOATESIbHO MEHATb
ceTeBble HaCTPOMKK. [laHHasa YHKLMA MoOMoraeT npoeangepamM npefoTepaliaTe ataku Man-in-the-middle n ARP
Spoofing. BcTpoeHHas yHkumsa D-Link Safeguard Engine obecnednBaeT ngeHTUgmUKaumio 1 NPUOPUTU3ALIUI0 NAaKeTOB,
npefHa3HavyeHHbIX A8 06paboTKM HenocpeACTBEHHO MPOLLECCOPOM KOMMYTaTopa, C Lesbio NpefoTBpaLleHns
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3/IOHAMEpPEHHbIX aTakK U HeNTpaan3auum BO3AENCTBUSA NMapasnTHOro Tpaduka Ha CPU kommyTaTopa. ®yHkumsa DHCP
Server Screening 6710KMpyeT NosiBNIeHE B CETU HeaBTopu3oBaHHbIX DHCP-cepBepos.

AyTeHTudukaumsa

DES-1210-28/ME nopaep>xusaeT ayTeHTUdMKauuio 802.1x Ha 0CHOBe NopTa/XocTa, a Takxxe ayTeHTudunkauno RADIUS,
TACACS+, Local. ADMMHNCTpaTOpbl TakXXe MOryT NMOMeCTUTb HeaBTOPM30BaHHbLIX Mosib3oBaTenen B Guest VLAN u
Ha3Ha4YNTb UM OrpaHUYeHHble NpaBa AoCTyna.

YnpasnexHue

KoMMyTaTop nogaep>XusaeT passinvHble PYHKLUM yripaBaeHUs N cTaHgapTbl. HACTPOMKN MOy T BbINOJIHATLCS Yepes
Telnet, SNMP n HTTP, Console nopT. [py>XeCTBeHHbIN nosib3oBaTento Web-uHtepgenc obecrneymBaeT npocToTy
ynpasneHus. NMpoTtokon LLDP (Link Layer Discovery Protocol) no3sonseT ceTeBoMy 060pyA0oBaHMIO ONnoBeLLaTh
JIOKaslbHYIO0 CETb O CBOEM CYLLLECTBOBaHUN U XapaKTePUCTUKax, Taknm obpasomM, B COOTBETCTBMY C pe3ysibTaTOM Noncka
MO>XHO JIEFKO MPUMEHUTb HAaCTPOMKM K 0OHapy>XeHHbIM YCTPONCTBaM 1 NOJy4nThb rpaduyieckoe nobpaxxeHue
Tononoruu. MOMMMO 3TOro, KOMMyTaToOp NMOAAEPKMBAET PYHKLMIO ANarHOCTUKKN Kabens A8 NpoBEPKM COCTOAHMA
ceTeBbIX Kabenen v BbISBNEHMSA MPUYMHbBI HapyLleHusa paboTocrnocobHocTL.

XapaKTepucTuku:
AnnapaTHas Bepcus
B2
UuTepdenc
Pasmep
WnpunHa ona ycTaHoBKM B 19” cTaHAApPTHYO CTONKY, BbicoTa 1U
UnTepdcenc

24 nopTta 10/100BASE-TX
2 nopta 100/1000 SFP
2 kombo-nopTta 10/100/1000Base-T/SFP

KOHCOMbHBIA NOPT
RJ-45
NMpousBOoAUTENBHOCTb

KomMMyTaumnoHHas maTpuua: 12,8 FomT/c

CKOpOCTb nepeHanpaBsieHns 64-6aiTHbIX NakeToB: 9,5 Mpps
Pazmep Tabnumubl MAC-agpecos: 8K

SDRAM gnqa CPU: 128 Mb

Bydep nakeTos: 384 Kb

Flash-namsaTb: 16 Mb

Jumbo-cpeim: 2048 6anT

MporpaMmMmHoe ob6ecneyeHue
DYHKLUUU YPOBHA 2

Tabnunua MAC-agpecos: 8K
YnpassiieHne noTOKOM:
YnpasneHue notokom 802.3x
MpepoTBpalLteHne 6aokmposkn HOL
Pazmep Jumbo-dpenmos: go 2048 6ant
Spanning Tree:
802.1D STP
802.1w RSTP
802.1s MSTP
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dunbTpauma BDPU

Root Restriction
OyHKumaA Loopback Detection
ArpernpoBaHve KaHaJsl0B:

CoBmecTumMocTb ¢ 802.3ad

Makc. Kosi-Bo rpynn - 8, 8 NOpTOB Ha rpynny
3epkKaanpoBaHue NopToB:

Moppep>xka 1 rpynnbl 3epKasinpoBaHnS

Pe)xumbl: One-to-One, Many-to-One, Flow-based (ACL)
MHoroagpecHas paccbisika ypoBHA 2
IGMP Snooping:

IGMP v1/v2 Snooping, v3 awareness

Moppep>xka 256 rpynn

IGMP Snooping Fast Leave Ha ocHOBe xocTa
AyTeHTungkauma IGMP
OrpaHn4yeHne MHOroagpecHom paccoiiku no IP-agpecam
MLD Snooping:

MLD v1/v2 Snooping

Mopnoep>xka 256 rpynn

MLD Snooping Fast Leave Ha ocHOBe xoCTa

VLAN
802.1Q Tagged VLAN

pynnbl VLAN:
Makc. 4K VLAN
VLAN Ha ocHoBe nopTa
GVRP:
Makc. 255 guHammnyeckmnx

VLAN

VLAN Trunking

ISM VLAN

Double VLAN (Q-in-Q)
Q-in-Q Ha ocHOBe MnopTa

KauyecTBOo 06cny>xuBaHus (QoS)

YnpaBsieHre NoJIoCoi NponycKaHus:

Ha ocHoBe nopTa (Bxoasuwee/ncxonsuiee, € warom 0o 64k6umt/c)

4 o4yepenu Ha nopT
ObpaboTka oyepenen:
Strict Priority
Weighted Round Robin (WRR)
CoS Ha ocHoBe:
[MopTa KOoMMyTaTOpa
802.1p
VLAN ID
MAC-agpeca
IP-anpeca
DSCP
Twvina npoTokona
TCP/UDP-niopTa
Knacca Tpaduka
Moponep>xka cnefyowmx 4enCcTBUN 418 MOTOKOB:
YcTaHoBka Teros npuoputeTos 802.1p
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HOobaeneHne Tera TOS/DSCP
YnpaBneHne nosiocon nponyckaHus

Cnucku ynpassieHua poctynom (ACL)

[o 256 npasun gocTyna
ACL Ha ocHoBe:
[MopTa KOMMyTaTOpa
MpuoputeTta 802.1p
VLAN ID
MAC-agpeca
Ether Type
IPv4-apnpeca
DSCP
Twna npoTokona
Homepa nopTta TCP/UDP
Cofep>X1UMOro nakeTa, onpenesiseMoro nosib3oBaTesniem
Cratuctuka ACL
dunbTpauns nHTepgenca CPU

Be3onacHoOCTb

SSH v2

SSL v3

Port Security

o 64 MAC-agpecoB Ha nopT

3awmTa OT WNPOKOoBeLLLaTEeIbHOr0/MHOroaApecHoOro/ oAHoaApeCcHoro wropma

CermMeHTauus Tpaduka

IP-MAC-Port Binding (IMPB):
[MpoBepka nakeTtos ARP
[poBepka nakeTos IP
DHCP Snooping

D-Link Safeguard Engine

DHCP Server Screening

dunbTpauns DHCP-knneHToB

MpepoTtepalteHne ARP Spoofing

MpepoTBpalweHne BPDU aTak

MpepoTepaweHne DoS aTak

AAA

802.1X:
YnpasneHue foCTyrnoMm Ha OCHOBE nopTa
YnpasneHne JoCTynoM Ha OCHOBE XOCTa
Guest VLAN
Local/ RADIUS/

TACACS+ cepsBepbl

BeneHune yyeTHbIX 3anucen RADIUS
4 ypoBHSA Y4eTHOIM 3anuncuK nosib3oBaTens

OAM

DYHKUMSA ANarHOCTUKN Kabens
802.3ah D-link Unidirectional Link Detection (DULD) 2

YnpasneHue

Web-nHtepdeic
NHTepgenc komaHgHom cTpokn (CLI)
Telnet-cepBep/kKNneHT
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TFTP-kNneHT
SNMP v1/v2c/v3
SNMP Traps
CUCTEeMHbIN XXypHan
RMON v1:
Moppepxka rpynn 1, 2, 3,9
RMON v2:
Moppep>xka rpynnbl

ProbeConfig

LLDP

BootP/DHCP-knneHT
ABTOMaTn4eckasa HacTponka DHCP
DHCP Relay

DHCP Relay Option 12

DHCP Relay Option 82
HobasneHune Tera PPPoE Circuit-ID
Dual Configurations

SNTP

CPU Monitoring

LLincpoBaHune naponen

RFC RFC1065, 1066, 1155, 1156, 2578 MIB Structure
RFC 1212 Concise MIB

Definitions

RFC1213 MIB Il
RFC 1215 MIB Traps

Convention

RFC

RFC1493 Bridge MIB

RFC1157, 2571-2576 SNMP MIB

RFC1907 SNMPv2 MIB

RFC1757, 2819 RMON MIB

RFC2021 RMONv2 MIB

RFC1398, 1643, 1650, 2358, 2665 Ether-like MIB

RFC2674 802.1p MIB

RFC 2233, 2863 IF MIB

RFC 2618 RADIUS Authentication Client MIB
RFC2620 RADIUS Accounting Client MIB
RFC 2925 Ping n Traceroute MIB

Private MIB

CraHpapT IETF®

RFC 768 UDP
RFC 791 IP
RFC 792, 2463, 4443

ICMPv4

RFC 793 TCP
RFC 826 ARP
RFC 2474, 3168, 3260
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Onpepnenenue nona DS B 3aronoske IPv4 u IPVv6

RFC1321, 2284, 2865, 3580, 3748 Extensible Authentication Protocol (EAP)
RFC2571, RFC2572, RFC2573, RFC2574 SNMP

dusnyecKkue napamMmeTpbl
NMHpaukaTopbl

Power (Ha ycTponcTBO)
Link/Activity/Speed

MTBF

424,757 4acos

VYpoBeHb LWHyMa

0 nb

TennosBbigeneHue

54,25 BTU/4

BxopHoe Hanps>xeHue

100-240 B nepemeHHoro Ttoka, 50-60 'u, makc. 0,27A
MoTpebnsaemas MOLLHOCTb

Makc.: 15,9 BaTT
Pexxum oxupgaHus: 7,1 BaTtT

Pa3mepbl

440 x 140 x 44 mm

CucteMa BEHTUALUM

MaccueHas

3awmTa OT NnepeHanpsa>XeHun

Bce nopTbl Ethernet nogaep>xusatoT ctaHgapT IEC61000-4-5 10 / 700us BCTPOEHHOW 3alLMThl OT NepeHanps>xeHun 6 kB
Pabouas TemnepaTypa

0-40°C

TeMnepaTypa XpaHeHuUs

-40-70°C

Pabouyas Bfa>kHOCTb
10%~90% RH

EMI

CE Class A
be3onacHocTb

CE LVD, UL/cUL
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Obwume

PasmelleHune MOHTUpYyeMble B CTONKY
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