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CeTeBad KapTa 2 nopTta 1000Base-SX/10GBase-SR
Bypass (LC, Intel 82599ES), Silicom PE210G2BPI9-SRD-
SD

PE210G2BPI9-SRD-5D

OnuncaHue

CeTeBas kapTa PE210G2BPI9-SRD-SD npefHa3Ha4YyeHa 419 MCNOJIb30BaHMUA B inline-ceTeBbix cuctemax (DPI, IDP,
Firewall n 7.4.), Tpebytowmnx obecneyeHunsi ceTeBo CBA3aHHOCTU AaXKe NMpu OTKa3e CUCTEMBI.

CeteBon apantep PE210G2BPI9-SRD-SD moxeT paboTaTk B Tpex pexunmax: Normal, Disconnect v Bypass.
B pexxvme Normal Bce nopTbl npeacTaBasAoT U3 cebst He3aBUCKMbIe MHTEPdENChI.

B pexxnme Bypass, Bce nakeTbl Nojly4aeMble OT OAHOr0 NopTa nepefalwTcs B COCeAHUN. B 3TOM pexxume coeanHeHns
Ethernet-nopToB OTK/OYEHbI OT CUCTEMbI U KOMMYTUPYIOTCSA MexXAy nopTamu Ana cosnaHusa loop-back kpocc-
coenuHeHnn mexnay Ethernet noptamun. Taknm obpasom B pexxume Bypass Bce nakeTbl MOJSy4eHHble HaK OAMH NMopT
nepefarwTCca Ha CoCeaHM N HaobopoT. 3Ta BO3IMOXHOCTb NMO3BOJISET 0O6X0ANTbL CMCTEMY, AaBLuyto cbol, yBennymnsas
0TKa30yCTOM4YNBOCTb CETU.

B pexxnme Disconnect afantep MMUTPUPYET OTKI0YeHUA kabens. B pexxrme Disconnect kKomMyTaTop/MapLupyTM3aTop
He onpegnensaeT NMuMHK oT Ethernet Adapter'a. CepepHble aganTepsbl Silicom ¢ dpyHKUMen Bypass cogep)xaT KOHTposisiep
WDT (Watch Dog Timer). OpanBep KapTbl UK NPOrpaMMHOE NPUSIOXKEHNE MOryT OTNPaB/IiTb KOMMaHAbl B KOHTO/1EP
WDT. OpanBepa Ha KapTy, KoHTposnep WDT n cxema Bypass No3BOAAIOT KOHTPOJMPOBATL N YNPaBASATb PEXUMOM
paboTbl aganTepa.

CeTeBble KapTbl Silicom PE210G2BPI9-SRD-SD naeasnbHO NOAXOAAT ANA CO3aHUSA CErMeHTUPOBaHHbIX CceTeln,
obecneyeHuns 6ecnepebonHOn paboTbl KPUTUYECKM BaXKHbIX CETEBbIX MPUIOXKEHWA, NCMONb3YIOTCS B
BbICOKOMPOU3BOANTENbHbBIX CEPBEPHbIX CpeAax.

KoHTponnep Intel 82599ES nonnepxnBaeT anapaTHOE YKOPEHME, CHMMalOLLEe C XOCTOB Takne 3aa4vyn Kak rnpoBepky
KOHTPOJIbHbIX cyMM TCP/UDP/IP nakeToB 1 TCP cermeHTaumio. CeTeBble KapTbl Silicom naeanbHO noaxonaT AN
CO3[aHNA CerMeHTMPOBaHHbIX ceTeln, obecneyeHuns becnepebonHom paboTbl KPUTUYECKIM BaXKHbIX CETEBbIX MPUIOXKEHNIA,
MNCMOJIb3YIOTCS B BbICOKOMPOW3BOANTENbHbLIX CEPBEPHbIX Cpefax.

OCHOBHbIe XapaKTepPUCTUKMU:

PCl Express X8 lanes
Mopaepxka cneuyndpukaunm PCl Express Base 2.0 (5GT/s)
Hwun3knnm npocpumnb (167.65m X 68.91Mm)

XapaKTepucTuKu nNnpousBOAUTEJIbHOCTHU:

Mopaepxka jumbo-frame go 15.5Kb

Mopaep>xka Flow control

YnpasneHue ctatuctukon 1 RMON

Moppepxxka 802.1q VLAN

AnnapaTHasa pa3rpy3ka TCP cermeHTauun: o 256KB

AnnapaTHasa pa3rpyska npoBepKu KOHTPOJIbHbIX cyMmM IPV6 IP/ TCP n IP/UDP

AnnapaTHas pa3rpy3ka NpoBepKM KOHTPOJIbHbLIX CYMM hparmMeHTnpoBaHHbIX UDP gna cbopkn nakeTos
MpepbiBaHUS, nHULMnpyemsble coobieHmnamm (MSI, MSI-X)

PerynupoBaHue npepbiBaHU 415 OFPaHNYE€HNA MHTEHCMBHOCTW MpepbiBaHUN 1 ONTUMMU3aLMM ncnoassosaHus CPU
Mopoaep>xka 16 BupTyanbHbIX ovepenen yctponcts (VMDQ) Ha nopT

Mopaepkxxa Direct Cache Access (DCA)

Bonblion Bxoaawmm nakeTHoln 6ydep (512 Kb)

Bonblion ncxoaawmm nakeTHoln 6ydep (160KB)

Mopopep)xka onepauMoOHHbIX cUCTeM (cTaHpapTHble Intel-ppanBepa):
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Konn4yecTBo nopToB 2

Yuncet Intel 82599

Moppep>xka Bypass Oa

MononepXxunBaembln TUM NHTEP(ENCOB CETEBOW KapThl NHTepdencel 10G BaseX SFP+
dopmaT HH/HL x8

Twn ycTponcTea CeTeBOW agantep

Cpepna nepefayn faHHbIX OonTurka

CKOpoCTb NHTepdenca 10Gb

dopm-thakTop PCle

Ilon. onncaHwne

DyHKLMUOHAJIbHOE onucaHue

CeTteBon agantep PE210G2BPI9-SRD-SD moxeT paboTaTb B Tpex pexxmax:Normal, Disconnect n Bypass. B pexunme
Normal Bce nopTbl NpeacTaBnsaoT U3 ceba He3aBUCMMble UHTEPMENCHI.

PucyHok 1: ®yHKuMOHaNIbHaA auarpamma pexxuma Normal

B pexxnMe Bypass, Bce NnakeTbl Nojly4aemMble 0T O4HOr0 nopTa nepefarTcs B COCEAHUA. B 3TOM pexxuMe coeiuHeHns
Ethernet-nopToB OTKJOYEHbI OT CUCTEMbI 1 KOMMYTUPYIOTCS MeXAy NopTamMu Asa co3faHusa loop-back kpocc-
coeauHeHnn mexnay Ethernet noptamu. B 3TOM pe)xume ceTeBble NMOPThl CTAHOBATCSA 3aMKHYTbIMU APYT Ha Apyra u He
coeAVHeHbl C uHTepdencammn nogkaveHus K wmHe PCI-Express. (CM. pUCYHOK 2).

PucyHoK 2: ®yHKUUOHaNIbHaA AunarpaMmMma pexuma Bypass
B pexxume Disconnect, ceTeBble NOPThI OTKJO4YEHbI OT NHTepdencoB noaknoyeHns K wuHe PCI-E. (cM.pucyHok 3)
PucyHok 3: ®yHKuMOHaNIbHaA auarpamma pexxuma Disconnect

CeTteBoi agantep PE210G2BPI9-SRD-SD nonaep>xvBaeT NporpaMMHoOe nepektoyeHne pexxumon paboTsi: Normal,
Disconnect n Bypass.

Bypass-ananepsbl Silicom nogaep>xnsatoT pexumbl paboTsl: Disable Bypass, Disable Disconnect; Taknum obpasom ecnn
ajanTepsbl Nosiyy4atloT koMaHAbl Disable Bypass / Disable Disconnect, ceTeBai KapTa He NepexoanT B pPeXXnMbl

Bypass/Disconnect, KoMaHAbl Tak e AeACTBYIOT B C/ly4ae OTKJIIOYEeHNS MUTaHns. 3Ta (hyHKLNA NO3BOJISET SMYJIMPOBaTh
paboTy ctaHgapTHon NIC KapThbl.

CeTeBol aganTep noafep)xusaeT pexuMm Disable, 3apnaBas pexxum paboTbl MO YMOJHAHUIO NPU BKIIOHEHUN 1
BbIKJIOYEHUN NEKTPONUTAHUSA. DTN HACTPONKUN COXPAHAOTCA U NPU BbIKJIIOYEHNUN 3NTEKPONUTAHNUS.

DNA (Direct NIC Access) 3TO YHUKaslbHaa ceTeBas TeXHO0OrMsA Ana cetesBbix KapT Silicom 1 Gigabit (e1000e-based, igb-
based) and 10 Gigabit (82598/99-based), koTopasa naeT becnpeuefeHTHYIO CKOPOCTb 06paboTKM NakeToB, MO3BOJIAA
MPUIoXKeHNAM (HanpuMep MoHUTOpUHra unu DPI) nonyyaTbk NakeTbl MUHYSA A4p0 Linux, HeMocpeACTBEHHO U3 CETEBOr0
apanTepa (no-Linux kernel interaction).

Enarop,apﬂ 3TON TEXHONOrNN LNKbI npoueccopa pacxonoyrTcs cnabo, naxe npun OOCTUXEHNN MaKCUMasibHOM CKOpOoCTH
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afjanTepa.
DNA un Libzero gpanBep nuueH3npyeTcsa oTAEeNbHO.

Typical packet capture performance on a low-end Xeon server (X3450) with DNA-aware 10 Gigabit driver exceed 11
million packets/sec (Silicom 10 Gigabit 82598/99 adapters, 64 bytes packet size), that is almost 200% speedup with
respect to TNAPI and close to the theoretical maximum ethernet speed. DNA drivers can be exploited only by PF_RING-
based applications and due to its kernel-bypass architecture, not all typical PF_RING features are available to applications.

Zero-copy flexible packet processing on top of DNA

PF_RING DNA is a Linux software framework that implements 0% CPU receive/transmission on commodity 1/10 Gbit
network adapters. While being able to operate at line rate with any packet size, it implemented basic RX/TX capabilities
that are enough for most but not all applications. Furthermore it inherited hardware limitations such as inflexible packet
distribution due to the mechanism,named RSS, used in network adapters.

libzero fills the gap, by providing developers a flexible packet processing framework on top of DNA, that implements in
zero-copy:

Packet distribution across threads and processes.

Flexible, user-configurable, packet hashing for flexible packet distribution.
Packet filtering (on top of hardware packets filter).

Efficient packet forwarding across network interfaces.

All this with no drawbacks, as you can read below on this article, libzero does not introduce performance penalties so that
you can still operate al line-rate any packet size.
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