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CeTeBasd KapTa 2 nopTa
1000Base-SX/10GBase-SR
Bypass (LC, Intel 82599ES),
Silicom PE210G2BPI9-SRD-SD

PE210G2BPI9-SRD-5D

OnucaHune

CeTeBasi kapTa PE210G2BPI9-SRD-SD npefHa3Ha4YyeHa 07159 UCNOJIb30BaHUA B inline-ceTeBbix cuctemax (DPI, IDP,
Firewall n 1.4.), Tpebytowmx obecneyeHns CETEBON CBA3AaHHOCTM AaXke Npu 0TKa3e CUCTEMbI.

CeTteBon agantep PE210G2BPI9-SRD-SD moxeT paboTaTb B Tpex pexumax: Normal, Disconnect n Bypass.
B pexxume Normal Bce nopTbl NpeacTaBnsatoT U3 cebs He3aBUCKUMbIE MHTEPGENCHI.

B pexxnMe Bypass, Bce nakeTbl Nojly4aemMble 0T O4HOM0 NopTa nepefarTcs B COCEAHNA. B 3TOM pexxume coeiuHeHNs
Ethernet-nopToB OTKJOYEHbI OT CUCTEMbI 1 KOMMYTUPYIOTCS MeXAy nopTaMu Ana co3faHusa loop-back kpocc-
coeanHeHnn mexnay Ethernet noptamu. Taknm ob6pa3om B pexxume Bypass BCe nakeTbl NOJyYeHHbIe HaK OAUNH NOpT
rnepenarwTCsa Ha cocefHUI N HaobopoT. 3Ta BO3MOXXHOCTb MN03BOAET 06X0AMUTb CUCTEMY, AaBLUyto c6on, yBennimnBas
0TKa30yCTOMYNBOCTb CETU.

B pexxnme Disconnect agantep uMnTpupyeT oTKItoYeHUs Kabens. B pexxume Disconnect koMMyTaTop/MapLipyTmM3aTop
He onpegenseT nuHK oT Ethernet Adapter'a. CepBepHble aganTepsl Silicom ¢ dhyHKUmen Bypass coaep>xaT KOHTposiiep
WDT (Watch Dog Timer). OpaBep KapTbl UK NPOrpaMMHOE NPUJIOXKEHNE MOrYyT OTMPaB/IsATb KOMMaHAbl B KOHTOJ/1Ep
WDT. [panBepa Ha KapTy, koHTposnep WDT n cxema Bypass No3BONSAIOT KOHTPOAMPOBATb U YMPaBASATb PEXXMMOM
paboTbl aganTepa.

CeTeBble KapThbl Silicom PE210G2BPI9-SRD-SD npeanbHO NoAX0AAT A1 CO34aHNSA CErMEHTUPOBAHHbIX CeTeln,
obecneyeHuns 6ecnepebonHom paboThl KPUTUHECKU BaXKHbIX CETEBbLIX MPUJTIOXKEHNN, NCTONIb3YIOTCH B
BbICOKOMPOU3BOANTENbHbBIX CEPBEPHbIX Cpenax.

KoHTponnep Intel 82599ES nonnep)xnBaeT anapaTHOE YKOPEHME, CHUMAlOLLEE C XOCTOB TakuMe 3a4a4yM Kak NPOBEPKY
KOHTpPOJIbHbIX cyMmM TCP/UDP/IP nakeToB n TCP cermeHTaumto. CeTeBble KapThbl Silicom ngeanbHo nogxoasaT ons
CO3[aHNsA CerMeHTMPOBaHHbIX ceTeln, obecneyeHns becrnepebonHom paboTbl KPUTUYECKUN BaXKHbIX CETEBLIX MPUJIOXKEHUN,
MCMOIb3YIOTCA B BbICOKOMPOU3BOANTESIbHBIX CEPBEPHbIX Cpefax.

OCHOBHbIE Xa PaKTEepPUCTUKHn:

PCI Express X8 lanes
NMonnepxka cneundukaunm PCl Express Base 2.0 (5GT/s)
Hwu3sknnm npocpumnb (167.65m X 68.91mm)

XapaKTepucwl KM NMPOU3BOOAUTEJIbHOCTMU:

Mopoaep>xka jumbo-frame no 15.5Kb

Monaep>xka Flow control

YnpasneHune ctatuctukorm n RMON

Nopnepxka 802.1q VLAN

AnnapaTHas pa3rpy3ka TCP cermeHTauumn: no 256KB

AnnapaTHas pa3rpy3ka NpoBepKu KOHTPObHbIX cyMMm IPV6 IP/ TCP n IP/UDP
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AnnapaTHas pa3rpy3ka NpoBEePKM KOHTPOJIbHbLIX CYMM hparMeHTupoBaHHbIX UDP ana cbopkm nakeTos
MpepbiBaHUs, nHULMNPYeMble coobuieHnamm (MSI, MSI-X)

PerynupoBaHuve npepbiBaHUN A1 OrpaHNYeHNsS NHTEHCUBHOCTY NpepbIBaHUA 1 ONTUMU3aumMn ncnosb3osaHnsa CPU
NMonnep>xka 16 BMpTyasibHbIX o4epenen ycTponcTts (VMDQ) Ha nopT

Monaepkxa Direct Cache Access (DCA)

Bonbwon Bxoaawmin nakeTHbIn 6ydep (512 Kb)

Bonblon ncxopawmin nakeTHoIn 6ydep (160KE)

Moppep>kka onepauUoHHbIX cUCTEM (cTaHpapTHble Intel-gpaiBepa):

Linux
FreeBSD
VMWare

MpownssoauTens: Silicom

Obwume

Konvn4yecTBo nopToB 2

Yuncet

Moppep>xka Bypass

Mopnep>XnMBaembll TUM NHTEPHENCOB CETEBON KapThl
dopmaT

Twn ycTponcTea

Cpepa nepefayn OaHHbIX

CKOpOCTb MHTepdenca

DdopM-haKkTop

Ilon. onncaHwne

DyHKLUUOHAaJNIbHOE onucaHue

Intel 82599

INa

NHTepdencol 10G BaseX SFP+
HH/HL x8

CeTeBoOW aganTtep

OnTuka

10Gb

PCle

CeTeBoit agantep PE210G2BPI9-SRD-SD moxeT paboTaTb B Tpex pexxmax:Normal, Disconnect n Bypass. B pexxume

Normal Bce nopTbl NpeaCcTaBAsioT U3 cebsi He3aBUCUMbIE MHTEP(ENCHI.

PucyHok 1: ®dyHKuMOHaNbHaA auarpaMmma pe>xuma Normal

B pexxume Bypass, BCe NakeTbl Nojly4aeMble OT O4HOr0 NopTa nepefarTcsa B COCeAHUN. B 3ToM pexnme coegnHeHns
Ethernet-nopToB OTKOYEHbI OT CUCTEMbI 1 KOMMYTUPYIOTCSH MeXAy nopTamMu Ana co3fgaHusa loop-back kpocc-
coeanHeHnn mexnay Ethernet noptamu. B 3ToM pexxume ceTeBble MOPTbl CTAHOBATCA 3aMKHYTbIMWU APYr Ha Apyra U He
coefMHeHbl C nHTepdencamm nogkaoyeHns K wuHe PCI-Express. (CM. pUCYHOK 2).

PUCYyHOK 2: ®dyHKUUOHaNbHaA guarpaMmMma pexxuma Bypass

B pexxume Disconnect, ceTeBble NOPThl OTKJOYEHbLI OT MHTepdencos NoakNto4eHns K WwnHe PCI-E. (CM.pucyHOK 3)

PucyHok 3: ®dyHKUMOHaNIbHaA auarpamMma pe>xuma Disconnect

CeTeBon agantep PE210G2BPI9-SRD-SD noaaep)xmBaeT NporpaMmMHoe nepekstoveHmne pexxnumos pabotei: Normal,

Disconnect n Bypass.

Bypass-aganepsl Silicom nogaepxunsatoT pexxmmbl paboTbl: Disable Bypass, Disable Disconnect; Takum obpa3zom ecnm
ajanTepsbl NosyyatoT koMaHabl Disable Bypass / Disable Disconnect, ceTeBalh KapTa HE NepexoanT B PeXXUMbI
Bypass/Disconnect, KoMaHAbl TakK )xe AeNCTBYIOT B C/lydae OTKJIYEeHNA NMUTaHnA. 3Ta QYHKLNSA NMO3BOJISIET IMYIMPOBaTh

paboty ctaHgapTHoM NIC KapTbl.
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CeTeBol afanTtep nogaep>xusaeT pexxuMm Disable, 3apaBas pexxuM paboTbl MO yMOMYAHUIO NPU BKJIIOYEHUN U
BbIKJIOYEHUW 3JIEKTPOMUTaHUA. 2T HaCTp0I7IKI/I COXPaHAKTCA 1 MPU BbIKJIIOYEHUN SNTEKPONMNTaHUA.

DNA (Direct NIC Access) 3TO YH/KaJlbHaa ceTeBas TeXHOJ0rusa ana cetesBbix KapT Silicom 1 Gigabit (e1000e-based, igb-
based) and 10 Gigabit (82598/99-based), koTopas naeT becnpeuefeHTHYIO CKOPOCTb 06paboTKM NakeToB, MO3BOJIAA
MPUI0XKEeHNAM (HanpuMmep MoHUTOpUHra unu DPI) nonyyaTe NakeTbl MUHYSA A4p0 Linux, HeMocpeaCTBEHHO U3 CEeTEBOro
apanTepa (no-Linux kernel interaction).

Bnarofaps 3ToM TEXHOIOMMUN LMKJIbl MPOLLECCopa PacxoaytoTcs cabo, faxke npu LOCTUXKEHNN MaKCMMaslbHOW CKOPOCTM
ajanTepa.

DNA n Libzero gpanBep nuueH3npyeTca oTAeNIbHO.

Typical packet capture performance on a low-end Xeon server (X3450) with DNA-aware 10 Gigabit driver exceed 11
million packets/sec (Silicom 10 Gigabit 82598/99 adapters, 64 bytes packet size), that is almost 200% speedup with
respect to TNAPI and close to the theoretical maximum ethernet speed. DNA drivers can be exploited only by PF_RING-
based applications and due to its kernel-bypass architecture, not all typical PF_RING features are available to applications.

Zero-copy flexible packet processing on top of DNA

PF_RING DNA is a Linux software framework that implements 0% CPU receive/transmission on commodity 1/10 Gbit
network adapters. While being able to operate at line rate with any packet size, it implemented basic RX/TX capabilities
that are enough for most but not all applications. Furthermore it inherited hardware limitations such as inflexible packet
distribution due to the mechanism,named RSS, used in network adapters.

libzero fills the gap, by providing developers a flexible packet processing framework on top of DNA, that implements in
zero-copy:

Packet distribution across threads and processes.

Flexible, user-configurable, packet hashing for flexible packet distribution.
Packet filtering (on top of hardware packets filter).

Efficient packet forwarding across network interfaces.

All this with no drawbacks, as you can read below on this article, libzero does not introduce performance penalties so that
you can still operate al line-rate any packet size.
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