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CeTeBada KapTa 2 nopTa
40G/100GBaseX Content
Director (QSFP28, Intel
FM10840), Silicom
PE3100G2DQIRM-QX4 c kabenem
PE316IRM

PE3100G2DQIRM-QX4-20

OnucaHune

Apnantep PE3100G2DQIRM-QX4 npefHa3HayeH A5 BbICOKOMPOM3BOANTENbHbIX CETEBbLIX YCTPONCTB (MapLpyTmn3aTop,

NAT, DPI n 7.n.). M0o3BOASET BbINOJHATL MAaHUMNYAALMUK C NaKeTaMn NO 3afaHHbIM NpaBu/aM Ha ceTeBon KapTe 6e3
y4acTUs XOCT CUCTEMBbI.

100G Ethernet ceTeBas kapTa (NIC) Silicom nocTpoeHa Ha 6a3e 4munalntel FM10840 1 ceTeBoro npoueccopa (L3
routing switch), koTopble oCyLLEeCTBASAOT MepBuyHyto 06paboTky Tpadurka. icnonb3oBaHMe aganTepa 3HAYNTENbHO
CHMXKaEeT Harpysky Ha cepBep, T.K. OH o6bpabaTbiBaeT TOJIbKO Te MakeTbl, KOTOopble B (hnSibTPax KapThbl HanpaBeHbl Ha
XOCT, MapLIpyTuU3auns B Apyro nopT 1 6JI0OKMpOBaHME MaKeTOB OCYLLECTBASETCS Ha asic’ e KapThl.

Tpwn pexxnma paboTbl KapThl:

Content Aware Bypass - B 3aBUCMMOCTM OT KOHTEHTa (3afaHHbIX (UIbTPOB) TPaUK MapLUPYyTU3MPYETCS BO
BTOPOW MOPT WK B CepBep A5 nocnenyrouien obpaboTku;

Content Aware TAP - nHTennekTyalbHbI CbEMHUK TpaduKa, BCe NakeTbl MepeHanpaBasioTCA B COCEAHUI MOPT,
rnakeTbl MonajatoLwune nog 3afaHHble npasujla Harnpas/glTCA B CepBep;

Content Aware Filtering - annapaTHbIi CETEBOW 3KpaH, pa3peLleHHble B MpaBujlax NnakeTbl MPOMyCKaTCs B
cepBep, 3anpeLleHHble oTbpackiBatoTcs ASIC'om.

*B cocTaB KoMmnnaekTa BxoanT PE316IRM

Obwume

Tun ycTponcTea CeTeBol aganTtep
Cpepa nepefayun gaHHbIX OnTukKa
dopmM-hakTop PCle

Ilor. onucaHune

q)yH KULMWOHaJIbHOe onucaHue

KapTbl Silicom’s 100 Gigabit Ethernet Content Aware Director npenoctasnsieT BO3MOXHOCTb UHTEJIJIEKTYasIbHOr 0
repeHarnpasJ/ieHNsa NakeToB, MPY KOTOPOM €CTb BO3MOXHOCTb CO3A4aTb NpasBusia Ha OCHOBaHUN KOTOPbIX MPUHUMAOTCA
pelweHnsa Kyga HanpaBuUTb MakeT: nepefaTb €ro cepBepy Wiv HanpasuUTb B Apyron nopT (Bypass).

PucyHok 1: ®yHKuMoHaNbHas 6nok-guarpamma Content Aware Bypass

Ha PucyHke 1 npefcTaBnieHa dyHKLUMOHanbHasa 6iok-guarpamma paboTbl KapThl B pexxmume Content Aware Bypass:
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BXO,D,HU_I,I/Ie nakeTbl Ha NopTy A nooxoodaT nog npaBuio N HaMpaBAAKTCA B MOPT B, OCTaJIbHbIA NAaKeThbI OTNpaBAAKTCA Ha
nopT C (Bypass).

Bxopsauwme nakeTbl Ha mopTy C MoAXOASAT NoA4 NPaBUJIO M HaNpaBAAlTCA B NOPT D, oCTaNbHbIA NakeTbl OTNPaBASAITCS Ha
nopT A (Bypass).

Director - Content Aware TAP

CeTeBble kapThl Silicom Content Aware Director npefocTaBaseT BO3MOXHOCTb paboTaTb B pexxnmeContent Aware
TAP, B 3TOM peXxunMe BCe NnakeTbl HanpasJISloTCA Ha APYron NopT, a NakeTbl nonajatwLme nof ornpenesieHHoe npasunsio
KOMMPYIOTCA 1 NepefatoTcs cepeepy AN nocaepytoLen obpaboTku.

PuUcyHokK 2: ®dyHKLUOHaNbHaA 6nok-guarpamma Content Aware TAP

Ha pucyHke 2 npenctasneHa 6nok-grnarpamma paboTbl KapTbl B pexxume Content Aware TAP:
Bxopsuwme nakeTbl Ha MOPTY A NOXOAST NOA4 NPaBUJIO N HanpaBasaoTca B NopTbl B n C (TAP), ocTasibHble NaKeThl
oTnpasnsaTca Ha nopT C (Bypass).

Bxoaswme nakeTbl Ha NnopTy C NOAXOAAT NOA NMpaBuo U HanpaBaAoTcsa Ha NopTbl D 1 A (TAP), ocTafibHble NaKeThbl
oTnpasnsaTca Ha nopT A (Bypass).

Director - Content Filtering NIC

CeTeBble KapThl Silicom Content Aware Director npefocTaBAfOT BO3MOXKHOCTb UHTEJIIEKTyasIbHOr0 yrnpasaeHus
rnakeTamu B pexxume puibTpaunn: nakeTbl OTMPaBJIeHHbIE CepBepy, nornajatLme noa 3ajaHHoe npasuio,
dunbTpytoTCs 1 oTbpackiBatoTcs (drop).

PucyHok 3: ®dyHKuMOHaNbHas 6nok-guarpamma Content Aware Filtering
Ha pucyHke 3 npencTtasrsieHa 6nok-gnarpamma paboTbl kapTbl B pexxumeContent Aware Filtering:

Bxopswme nakeTbl Ha NopTy A, nonajatmLwme noj npasusio, oTNpasasaoTCca B NopT B. Bxoasawne nakeTel B MopTy A, He
nonapgatowme noa npasnio OT6paCbIBalOTCH.

Bxogswme nakeTol Ha nopTy C, nonajatoLwime nog npasusio, oTnpasnsaoTcsa B mopT D. Bxoaswme nakeTol Ha nopTy C, He
nonapgatowimne noag npasnio OT6paCbIBalOTCH.

Director: Knaccudukaumus npasus 1 BOSMOXXHOCTHU
Director Bo3Mo>XHOCTH

MakcumanbHoe 4Yucso npasua 16K

Ka)xk[i0e npaBmio MOXeT ObITb onpefeneHo Ha atobom nopTty

MpaBnna NPUMEHSAITCA Ha BXOASLLNE MaKeTbl

MpaBuna BLIMOHATCA Mo NopAAKy. NepBoe NpaBuso Mo KOTopoe NnonagaeT nakeT byaeT NnpumMeHeHo

[MpaBuna MOXXHO co3gaBaTb U yaanaTb "Ha nety"

Ka)xk[i0e NpaBnio MOXET BK/0YaTb 04HO nan 6onee knaccndukauMoHHbIX nonen. MakeT 6yneT cooTBETCTBOBaTh
rnpaBuy ecsi OH COOTBETCTBYIOT BCEM 3a4aHHbIM KJaCCUPUKALMOHHBIM MOAAM.

Kaxxpoe none MoxeT nMmeTb BUTOBYIO MacKy A8 MPOBEPKM HYaCTU KNacCUPUKaLMOHHOIO Nos.

ECTb BO3MOXXHOCTb CMOTPETb HAaCTUCTUKY Ha nopTe (cHeTYMK nakeTos, ownbku, VLAN n 1.4.)

MpaBuna v [encTBUSA NPUMEHAITCSA Ha CKOPOCTU NMHUM HE3aBUCMMO OT pa3Mepa nakeTa.

Knaccucpukaumus naketos

Knaccudumkaums naketoB MoXeT bbiTb cieflaHa Ha OCHOBaHWM NepBbix 128 6aiT nakeTa. Huxxe npeacTaBieH CrnMcok
nosiei, Ha OCHOBAHMWM KOTOPbLIX MOXKHO KacCUPULMPOBATL MakeT:

MAC address, source & destination
IPv4 - source & destination IP

IPv6 - source & destination IP

L4 Port - source & destination port
Ethernet Protocol - ethertype

IP Protocol num

VLAN ID tagging

User defined fields
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DSCP

IPv6 Flow Label*

IP length*

ISL Frame Type*

ISL USER*

Source & destination port range*
VLAN priority*

VLAN tag type*

TCP flags*

TOS*

TTL B IPv4 n Hop Limit B IPv6*

*B 6byaywem 6yneTt nogaepxmueatbcsa B SofWare
JencTBMA HaA NpaBuJio
Cnenytouwme 0eNCTBUS MOXXHO BbIMOJIHUTL HA OCHOBaHMUU hubTpa:

Drop - nakeThl, NonagatoLime nog npasusio otbpackiBaoTcs
Redirect - nakeTbl, Nonagatoue nog NpPaBuso NepeHanpaBasaioTCsa Ha 3aaHHbIN MOPT Ha3HaYeHUs
Mirror - nakeThbl, NonagatLumne noa NpPaBuso KOMMPYTCA Ha 3a[aHHbI NOPT Ha3HavYeHus

Director PaclumpeHHble BO3MO>XHOCTHU:

Moppep>xka arperauuy nopTos
BanaHcmpoBKa ceccmin ¢ nomoLbio L3/L4 xawen nnm gpyrmx MexaHnsmMoB
Mopnep>xka TernpoBanms ISL (Inter Switch Link)
Mopnep>xka QoS:
YpoBHU NpuopnTeToB: 16 BHYTpeHHUX “switch” npnopuTteTos, 8 unn 16 npuoputeTtoB VLAN (Mcnonb3oBaHus
6uTa CFl kak gononHnTenbHoro K 6uty npmnoputeta VLAN)
Mpo3BosbHbIN MannuHr Bxogawmex npuoptetoB VLAN Bo BHyTpeHHUN npuoputeT VLAN
Mpon3BoNbHLIN MaNMUHI BHyTpeHHUX npuoputeTtoB VLAN B nucxoaawmm npnoputeT VLAN
Mpon3BONbHLIN MaNMUHI BHYTPEHHUX npuopuTeToB VLAN B KOMMYTaLUMOHHbIA NPpUOpUTET
MpownBonbHbIN MannuHr DSCP B KOMMYTaUWOHHbI NpUOpUTeT
Oyepenn: 8 knaccoB Tpaduka, MPOU3BOUJIbHBLIA MAMMAUHE MPUOPUTETa CBUTYA B KJ1lacc Tpaduka, nogaepxka
anroputoms DWRR u SP
OnoBelleHnsa: nogaep>xka AByx onoseLleHui o neperpyske (Conegntion Notification)
OnoBelleHne 0 Harpy3kn BupTyanbHon ncxogsuien ovepenmn (VCN) n nogoep>xka MexaHnsMa obpaTHoro
ornoBeLleHns o Harpy3ske Intel FCN
Noppep>xka Open Flow
Mopnep>xka sFlow
OnpepensieMbll MNOJib30BaTENIEM PEXNUM Nepefadn NakeToB:
1. Simple mode - nepenaya Ha 3aaHHbI NOPT
2. Switched mode - where switch determines destination port/ports, or with specific information such as
whether or not egress processing rules should be applied
Mopnpexka Storm Control Management (rate, TTL, Tnn penma v 7.4.). JeNcTBMSA: HUYero He genaTtb, oTbpacbiBaTb
dpenmMbl Mo UNLTPY.
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