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CeTeBada KapTa 2 nopTta 40G/100GBaseX Content
Director (QSFP28, Intel FM10840), Silicom
PE3100G2DQIRM-QX4 c kabenem PE316IRM

PE3100G2DQIRM-QX4-20

OnuncaHue

ApanTtep PE3100G2DQIRM-QX4 npefHa3Ha4yeH 415 BbICOKONPOU3BOAUTESIbHbIX CETEBbIX YCTPONCTB (MapLupyTusaTop,
NAT, DPI n T.n.). [03BONSET BbINOJHATb MaHUMYNALMN C NaKeTaMu Mo 3afaHHbIM NpaBuiaM Ha CeTeBoW KapTe 6e3
y4acTusi XOCT CUCTEMBI.

100G Ethernet ceTeBas kapTa (NIC) Silicom nocTpoeHa Ha 6a3e 4ynnalntel FM10840 1 ceTeBoro npoteccopa (L3
routing switch), koTopble oCyLeCcTBAAIOT NepBUYHYto 06paboTKy Tpaduka. icnonb3oBaHne afganTepa 3Ha4YUTENbHO
CHV>XAEeT Harpysky Ha cepBep, T.K. OH obpabaTbiBaeT TOJIbKO Te€ NakeTbl, KOTOpPble B (OUSIbTPaxX KapThl HAarMpaBJieHbl Ha
XOCT, MapLUpyTu3aumns B Apyroi nopT u 6J10KMpoBaHNeE NakeToB OCYLLECTBASETCS Ha asic’ e KapThbl.

Tpu pexxnma paboThbl KapThl:

Content Aware Bypass - B 3aBUCMMOCTM OT KOHTEHTa (3aAaHHbIX (UIbTPOB) TPaUK MapLIPYTU3MPYETCS BO
BTOPOW MOPT UK B CepBep AN nocsienytoLlen obpaboTku;

Content Aware TAP - nHTennekTyalbHbI CbEMHUK TpaduKa, BCe NakeTbl NepeHanpaBasioTCA B COCEQHUI NOPT,
rMakeTbl MonagatoLwine rnoa 3ajaHHble NpaBuia HanMpaBsSOTCSA B cepBep;

Content Aware Filtering - annapaTHbI ceTeBON 3KpaH, pa3peLleHHble B NpaBuaax nakeTbl MPONYyCKaoTCs B
cepBep, 3anpeLleHHble oTbpackiBatoTcst ASIC'oMm.

*B cocTaB KommnsekTa BxoanT PE316IRM

Obwune

Twn ycTponcTea CeTeBol aganTep
Cpepa nepefayn OaHHbIX OnTuka
DdopM-haKkTop PCle

lorn. onuncaHune
d)yH KUMWOHaJIbHOEe OonucaHue

KapThl Silicom’s 100 Gigabit Ethernet Content Aware Director npefocTaBaseT BO3MOXHOCTb UHTENIEKTYaIbHOroO
nepeHarnpaB/eHNs MakeToB, NP KOTOPOM eCTb BO3MOXXHOCTb CO34aTh NpaBuJia Ha OCHOBaHUM KOTOPbIX MPUHUMAaOTCS
pelleHns Kya HanpaBnTb NakeT: NepefaTb ero cepBepy Wan HanpasuTb B ApYyron nopT (Bypass).

PucyHok 1: ®dyHKuuoHaNbHaA 6nok-guarpamma Content Aware Bypass
Ha PucyHke 1 npenctasneHa pyHKUMOHanbHasa 6aok-gnarpamma paboTel kKapThl B pexxume Content Aware Bypass:

Bxoasiime nakeTbl Ha NOPTY A NOAXOAAT MO NMPaBuIo U HanpaBAAOTCS B MOPT B, ocTanbHbIA NakeTbl OTNPaBASIOTCA Ha
nopT C (Bypass).

Bxonsime nakeTol Ha nopTy C NoAxoaAaT nog npaBusio U HanpasasaoTCA B NOPT D, oCTanbHbIA NakeTbl OTNPaBASOTCA Ha
nopT A (Bypass).

Director - Content Aware TAP

CeTeBble KapTbl Silicom Content Aware Director npenocTaBaseT BO3MOXHOCTb paboTaTh B pexxmumeContent Aware
TAP, B 3TOM peXxume BCe NnakeTbl HanNpaB/SOTCA Ha APYron NopT, a NakeTbl NonagatLLe nog onpeeseHHoe npasunsio
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KOMUPYIOTCS 1 NepefatoTcs cepBepy ANs nocaenyollen obpabotku.
PUcCyHOK 2: ®dyHKUUOHaNbHaA 6n1ok-guarpamma Content Aware TAP

Ha pucyHke 2 npegctasneHa 6aok-gnarpamma pabotel KapThl B pexxume Content Aware TAP:
Bxogswme nakeTbl Ha NOPTY A NOXOAAT MNOL NMPaBuao U HanpaeaatoTcs B NopTel B n C (TAP), ocTanbHble MakeTbl
oTnpasnsatTca Ha nopT C (Bypass).

Bxoaswme nakeTbl Ha nopTy C NoAX0AAT NOA MPaBuao U HanpaBaAoTCsa Ha NopTbl D 1 A (TAP), ocTanbHbIE NAKeThbI
oTnpaBnsaTCca Ha nopT A (Bypass).

Director - Content Filtering NIC

CeTeBble KapTbl Silicom Content Aware Director npeoCcTaBAAOT BO3SMOXXHOCTb MHTENEKTYANIbHOr0 ynpaBieHuns
nakeTamu B pexxume puibTpaLmnm: NakeTbl OTNPaBJIEHHbIE CEPBEPY, NMomnajatoLLine nog 3aaHHoe npasuo,
GunbTpytoTCs n otbpackiBatoTcs (drop).

PucyHok 3: ®dyHKUuMOHaNIbHaA 6sok-guarpamma Content Aware Filtering
Ha pucyHke 3 npenctasneHa 6aok-gnarpamma pabotel kapTel B pexxumeContent Aware Filtering:

Bxopswme nakeTbl Ha NOpPTY A, Nonagatmuwme nog npasusio, oTANPaBasaloTCA B NOpT B. Bxoasawne nakeTebl B MopTy A, He
rnonagatowme nog npasusao otbpacbiBatoTCs.

Bxopswme nakeTbl Ha nopTy C, nonagatowme nog rnpasuso, oTnpasaaoTca B nopT D. Bxoaawme nakeTbl Ha nopTy C, He
rnonagjatowme nog npasusio otbpacbiBatoTCs.

Director: Knaccudmkauusa npaBusi ¥ BOSMOXXHOCTHU
Director Bo3Mo>XHOCTH

MakcnmanbHoe 4yncio npasun 16K

Ka)xpgoe npaBusio MoxxeT 6biTb onpegeneHo Ha atbom nopTy

lMpaBnna NpUMEHSAITCA Ha BXOAsLLME NaKeTbl

MpaBnna BbIMOMHAKTCA N0 NOPSAAKY. [lepBoe NpaBu/o No4 KOTopoe nonafgaeT nakeT byaeT NpuMeEHeEHO

[MpaBuaa MOXXHO co34aBaTb U yaanaTb "Ha nety"

Ka)kpooe npaBusio MOXXeT BKJII0YaTb 04HO Uan 6onee knaccnrkaunoHHbIX nosen. MNakeT 6yoeT COOTBETCTBOBATL
npaBuy ecsin OH COOTBETCTBYIOT BCEM 3aJaHHbIM KNAaCCUPUKALNOHHBLIM MOJIAM.

Ka)kpooe nose MoXXeT uMeTb BUTOBYO MacKy AJ1si MPOBEPKM HYacTU KNacCUMPUKaLLMOHHOIO nos.

ECTb BO3MOXXHOCTb CMOTPETb HAaCTUCTUKY Ha nopTe (CHeTYMK nakeTos, ownbku, VLAN v T.4.)

MpaBuna 1 0ENCTBUA NPUMEHSAIOTCSH Ha CKOPOCTU JIMHUN HE3ABMCMMO OT pa3Mepa NnakeTa.

Knaccucpukauma naketos

Knaccungunkaums naketoB MoxXeT ObiTb CeslaHa Ha OCHOBaHWM NMepBbix 128 6anT nakeTa. Huxxe npeacTaBaeH CNnMcok
rnosien, Ha OCHOBAHUM KOTOPbIX MOXKHO KJ1aCCUPULIMPOBATL MaKeT:

MAC address, source & destination
IPv4 - source & destination IP

IPv6 - source & destination IP

L4 Port - source & destination port
Ethernet Protocol - ethertype

IP Protocol num

VLAN ID tagging

User defined fields

DSCP

IPv6 Flow Label*

IP length*

ISL Frame Type*

ISL USER*

Source & destination port range*
VLAN priority*

VLAN tag type*
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TCP flags*
TOS*
TTL B IPv4 n Hop Limit B IPv6*

*B 6ynyuiem 6yneT nonnepxmBaTtbes B SofWare
D encTBMA Ha NpaBuUJo
Cnepnyouwme 0eNCTBUA MOXKHO BbIMOJIHUTb Ha OCHOBaHUW hunbTpa:

Drop - MaKeTbl, NoNagawwmne nog npasnio OT6paCb|BaIOTCﬂ
Redirect - nakeTbl, Nnonagatowme nog npaBunIo NepeHarnpasnAanTCA Ha 3a4aHHbIN nopT Ha3Ha4YeHUA
Mirror - nakeTbl, NoNagatoLwine noa npaBun1Io KOMMPYKTCA Ha 3a4aHHbIN nopT Ha3Ha4YeHUA

Director PaclumpeHHble BO3MOXXHOCTH:

Mopnep>kka arperauuy nopTos
BanaHcupoBka ceccuit ¢ nomoLbio L3/L4 xawen nnu gpyrux MexaHm3mos
Moponepxka TernposaHus ISL (Inter Switch Link)
Monnep>xxka QoS:
YpPOBHU NpuopuTeToB: 16 BHYTPeHHUX “switch” npnopuTteTos, 8 unn 16 npuoputeTtos VLAN (1cnosb3oBaHUSA
6uTa CFl kak fononHuTenbHoro kK 6uty npnoputeta VLAN)
Mpo3BoJsibHBIN MannuHr Bxogawmex npuopteTos VLAN Bo BHYTpeHHUN npuoputeT VLAN
Mpon3BoNbHLIN MaNMUHI BHYTpeHHUX npuoputeToB VLAN B nucxonawmm npnoputeT VLAN
Mpon3BONbLHbLIA MaNMUHI BHYTPEHHUX npropuTeToB VLAN B KOMMYTaLMOHHbIA MpUOpUTET
MponeonbHbIN MannuUHr DSCP B KOMMYTaUMOHHbIN NpuopuTeT
O4epenn: 8 knaccos Tpaduka, MPOU3BOUJIbHBLIA MaMMUHE NpYopuUTeTa CBUTYA B KJ1acc Tpaduka, nogaepxxka
anroputoms DWRR un SP
OnoBeleHns: Nognep>xkKa AByx ornosewleHu o neperpyske (Conegntion Notification)
OnoBelleHne o Harpyskn BupTyanbHOM ncxoaswen ovyepenmn (VCN) n nogaep>xka MexaHnsma obpaTHoro
onoseLleHns o Harpyske Intel FCN
Mopaepxka Open Flow
Moppep>xka sFlow
OnpepensieMbll NoJib30BaTeNEM PEXNM MNepefadn NakeToB:
1. Simple mode - nepegaya Ha 3a4aHHbIN NOPT
2. Switched mode - where switch determines destination port/ports, or with specific information such as
whether or not egress processing rules should be applied
Moppexka Storm Control Management (rate, TTL, Tvn ¢peinmMa n T.4.). LeACTBUSA: HAYEro He AenaTb, oTOpacbiBaTb
hpenmMbl N0 GUAbTPY.
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