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CeTeBada KapTa 2 nopTa
40G/100GBaseX Content
Director (QSFP28, Intel
FM10840), Silicom
PE3100G2DQIRM-QX4 c kabenem
PE316IRM

PE3100G2DQIRM-QX4-20

OnucaHune

Apnantep PE3100G2DQIRM-QX4 npefHa3HayeH A5 BbICOKOMPOM3BOANTENbHbIX CETEBbLIX YCTPONCTB (MapLpyTmn3aTop,
NAT, DPI n 7.n.). M0o3BOASET BbINOJHATL MAaHUMNYAALMUK C NaKeTaMn NO 3afaHHbIM NpaBu/aM Ha ceTeBon KapTe 6e3
y4acTUs XOCT CUCTEMBbI.

100G Ethernet ceTeBas kapTa (NIC) Silicom nocTpoeHa Ha 6a3e 4munalntel FM10840 1 ceTeBoro npoueccopa (L3
routing switch), koTopble oCyLLEeCTBASAOT MepBuyHyto 06paboTky Tpadurka. icnonb3oBaHMe aganTepa 3HAYNTENbHO
CHMXKaEeT Harpysky Ha cepBep, T.K. OH o6bpabaTbiBaeT TOJIbKO Te MakeTbl, KOTOopble B (hnSibTPax KapThbl HanpaBeHbl Ha
XOCT, MapLIpyTuU3auns B Apyro nopT 1 6JI0OKMpOBaHME MaKeTOB OCYLLECTBASETCS Ha asic’ e KapThl.

Tpwn pexxnma paboTbl KapThl:

Content Aware Bypass - B 3aBUCMMOCTM OT KOHTEHTa (3afaHHbIX (UIbTPOB) TPaUK MapLUPYyTU3MPYETCS BO
BTOPOW MOPT WK B CepBep A5 nocnenyrouien obpaboTku;

Content Aware TAP - nHTennekTyalbHbI CbEMHUK TpaduKa, BCe NakeTbl MepeHanpaBasioTCA B COCEAHUI MOPT,
rnakeTbl MonajatoLwune nog 3afaHHble npasujla Harnpas/glTCA B CepBep;

Content Aware Filtering - annapaTHbIi CETEBOW 3KpaH, pa3peLleHHble B MpaBujlax NnakeTbl MPOMyCKaTCs B
cepBep, 3anpeLleHHble oTbpackiBatoTcs ASIC'om.

*B cocTaB KoMmnnaekTa BxoanT PE316IRM
DyHKLUMOHaJIbHOE onucaHue

KapTbi Silicom’s 100 Gigabit Ethernet Content Aware Director npenoctaBasieT BO3MOXHOCTb UHTEJIIEKTYasIbHOr 0
repeHarnpaBJ/ieHNs NakeToB, MPY KOTOPOM €CTb BO3MOXHOCTb CO34aTb NPaBusia Ha OCHOBAHUN KOTOPbIX MPUHMMATCA
pelweHnsa Kyaa HanpaBuUTb MakeT: NnepefaTb €ro CepBepy UanM HanpaBuUTb B Apyror nopT (Bypass).

PucyHok 1: ®dyHKuuoHanbHasa 65o0k-guarpamma Content Aware Bypass
Ha PucyHke 1 npencrtaBneHa pyHKUMOHaNbHaa 61ok-anarpamMmma paboTbl KapTel B pexxnme Content Aware Bypass:

Bxopsuwme nakeTbl Ha MOPTY A NOAXOAAT Mo NPaBUIO U HAMPaBASATCA B NOPT B, oCTanbHbIN NakeTbl OTNPaBAAIOTCA Ha
rnopT C (Bypass).

Bxopsauwme nakeTbl Ha nopTy C MoAXOAST NoA4 NPaBUJIO U HAaNpPaBAAlTCA B NOPT D, oOCTaNbHbIN NakeTbl OTNPaBASAITCS Ha
rnopT A (Bypass).

Director - Content Aware TAP

CeTeBble kapThl Silicom Content Aware Director npefocTaBaseT BO3MOXHOCTb paboTaTb B pexxnmeContent Aware
TAP, B 5TOM peXxunMe BCe NnakeTbl HanpasJISloTCA Ha APYron NopT, a NakeTbl nonajatwLlme nof ornpenesieHHoe npasunsio
KOMMPYIOTCA 1 NepefatoTcs cepeepy AS18 nocaepytoLen obpaboTku.

PUcyHoK 2: ®dyHKULMOHaNbHasA 6nok-guarpamma Content Aware TAP
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Ha pucyHke 2 npenctasneHa 6nok-grnarpamma paboTbl KapTbl B pexxume Content Aware TAP:
Bxopswme nakeTbl Ha NOPTY A NOXOOAT MOL NMpaBuio U HanpaeaaoTca B NopThl B n C (TAP), ocTasbHble nakeTbl
oTnpasnsaTca Ha nopT C (Bypass).

Bxonswme nakeTbl Ha nopTy C NOAXOAAT NOA NMpaBusio U HanpasaAoTcsa Ha NopTbl D 1 A (TAP), ocTafibHble NakeThbl
oTnpasBnsaTCca Ha nopT A (Bypass).

Director - Content Filtering NIC

CeTesble KapThbl Silicom Content Aware Director npefocTaBAAOT BO3MOXKHOCTb UHTEJIJIEKTYasIbHOr0 yrpasieHus
rnakeTamu B pexxume puibTpaunn: nakeTbl OTMPaBJIEHHbIE CEpBEpPY, NornajatLme nob 3ajaHHoe npasusio,
punbTpytoTCs 1 oTbpackiBatoTcs (drop).

PucyHok 3: ®dyHKuMOHaNbHaA 6nok-guarpamma Content Aware Filtering
Ha pucyHke 3 npencTtassieHa 6nok-anarpamma paboTbl kapThl B pexxumeContent Aware Filtering:

Bxogasiwme nakeTbl Ha nopTty A, nonagatwouwue nona npaBuno, oTNpPaBAAKTCA B NOPT B. Bxogsuime nakeTbl B nopTty A, He
nonapgatwwme noag npasnio 0T6paCbIBaIOTCﬂ.

Bxoaswme nakeTbl Ha nopTty C, nonagatouwme noa npaBunno, OTNPaBAAKTCA B NMOPT D. Bxogsuwme nakeTbl Ha nopTty C, He
nonapgatwwmne noa npasniao 0T6paCbIBaIOTCH.

Director: Knaccudukauus npasus ¥ BOSMOXXHOCTHU
Director Bo3MoO>XXHOCTH

MakcumanbHoe 4yncnio npasua 16K

Ka)x[0e npaBnio MOXeT ObITb onpeneneHo Ha atobom nopTty

MpaBuna NPUMEHSAITCSA Ha BXOASLLNE MaKeTbl

MpaBuna BbIMOHAOTCA MO NopAAKY. NepBoe NpaBusIo Mo KOTOpoe NonagaeT nakeT byaeT NnpumeHeHo

[MpaBnna MOXXHO co3faBaTb U yaanaTb "Ha nety"

Ka)xk[i0e NpaBunio MOXET BK/0YaTb 04HO nan 6onee kKnaccndukauMoHHbIX nonen. MakeT 6yneT cooTBETCTBOBaTh
rnpasuJly ecaiv OH COOTBETCTBYIOT BCEM 3afaHHbIM KNaCCUPUKALMOHHBIM MOAM.

Ka)xk[i0e nosie MoXXeT nmeTb BUTOBYIO MacKy AJ1S MPOBEPKU 4aCTN KnacCupukauMoHHOro rnoss.

ECTb BO3MOXHOCTb CMOTPETb HAaCTUCTUKY Ha NopTe (cHeT4YuKk nakeTos, ownbku, VLAN u T.4.)

MpaBnna v [encTBUSA NPUMEHSAITCSA Ha CKOPOCTU NIMHUM HEe3aBUCMMO OT pa3Mepa nakeTa.

Knaccudukaums naketos

Knaccndukaumvsa nakeTtoB MoXXeT ObITb CAenaHa Ha OCHOBaHUM rnepsbix 128 6anT nakeTa. Huxe npeacTtaBJieH CNCOK
rnosen, Ha OCHOBAHUM KOTOPbLIX MOXKHO KiaccudununpoBaTb NakeT:

MAC address, source & destination
IPv4 - source & destination IP

IPv6 - source & destination IP

L4 Port - source & destination port
Ethernet Protocol - ethertype

IP Protocol num

VLAN ID tagging

User defined fields

DSCP

IPv6 Flow Label*

IP length*

ISL Frame Type*

ISL USER*

Source & destination port range*
VLAN priority*

VLAN tag type*

TCP flags*

TOS*

TTL B IPv4 n Hop Limit B IPv6*
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*B 6yayuwiem 6yneT nogaepxmpaTtbes B SofWare
JencTBMA HaA NpaBuJo
Cnegytowme oENCTBMUSA MOXHO BbIMOJHUTL Ha OCHOBaHUK pUabTpPa:

Drop - nakeThbl, NonagatoLme nog npasusao otbpackiBatoTcs
Redirect - nakeTbl, Nonagatoue nog NPaBusIo NepeHanpaBasaioTCa Ha 3aAaHHbIN MOPT Ha3HaYeHUs
Mirror - nakeTbl, NonagatoLne noa NpaBusio KOMMPYOTCA Ha 3a[aHHbI NOPT Ha3HayYeHus

Director PaclumpeHHble BO3MOXXHOCTHU:

Moppep>xka arperauun nopTos
BanaHcmpoBKa ceccmin ¢ nomoLbio L3/L4 xawen nnm gpyrux MexaHnsmMoB
Mopaep>xka TernpoBanms ISL (Inter Switch Link)
Monpep>xxka QoS:
YpoBHU NpuopunTeToB: 16 BHYTpeHHUX “switch” npmnoputeTos, 8 nnmn 16 npuoputetos VLAN (MCMonb30BaHUSA
6uta CFl Kak gonosnHuUTeNbHOro K 6uty npnoputeta VLAN)
Mpo3BOSbHLIM MannUHr Bxoasawmex npunoptetoB VLAN BO BHYTpeHHUIM npnoputeT VLAN
[Mpon3BONbHLIA MaMMAUHI BHYTPeHHMX npuoputeToB VLAN B ncxoaawmnm npnopmuteTt VLAN
[Mpon3BONbHbLIA MAMMAUHI BHYTPEHHUX npnopnteToB VLAN B KOMMYTaLWMOHHbLIA NpuopuTeT
MponBoAbHLIN MannuHr DSCP B KOMMYTaUMOHHbIA NPpUoOpUTET
Oyepenn: 8 knaccos Tpadunka, NPON3BOUJIbHbBIN MaNMUHI NPUOPUTETa CBUTYA B KJlacC Tpadurka, noaaepxka
anropuntoms DWRR n SP
OnoBeleHns: Mognep>XkKa AByx onosewleHuin o neperpy3ke (Conegntion Notification)
OnoBeLlleHne 0 Harpy3kn BupTyanbHon ncxogsuwien ovepenmn (VCN) n nogaoep>xka MexaHnsMma obpaTHoro
onoseLlleHns o Harpyske Intel FCN
Monaep>xka Open Flow
Mopaep>xka sFlow
OnpepensieMbli MNOJib30BaTENIEM PEXNM Nepefadn NakeToB:
1. Simple mode - nepenaya Ha 3aaHHbI NOPT
2. Switched mode - where switch determines destination port/ports, or with specific information such as
whether or not egress processing rules should be applied
Noppexka Storm Control Management (rate, TTL, Tvn ppenma n T.4.). LeACTBMA: HAYEro He genaTb, oTOpacbiBaTb
dhpenmMbl Mo pUNbTPY.

Obwune
Twn ycTponcTea CeTeBol agantep
Cpepa nepefayun gaHHbIX OnTuka

dopmM-hakTop PCle
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